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Abstract. The Internet of Things (1oT) solutions can benefit small and medium enterprises (SMEs) by
complementing existing digital technologies. However, digital transformation represents complexity
for SMEs because they lack technology readiness. In Colombia, there are initiatives to massify the IoT,
but the regulatory environment does not favour IoT adoption. Likewise, the Chief Information Officer
(C10) role is still weak. This document aims to present the value of having a ClO lead l10T-based digital
transformation in Colombian SMEs. To this end, we conducted a literature review about 10T adoption
in SMEs and the role of the C1O in managing digital transformation. In addition, we studied the public
policies in force that addressed digital transformation in Colombia and designed a case study to explain
the 10T adoption process that an SME in the trading sector can follow. As a result, we outline three
strategic functions of the CIO to lead loT-based digital transformation in SMEs. Based on the case
study, we proposed a digital transformation strategy for SMEs in the trading sector that can inspire the
formulation of public policies focused on strengthening the role of the CIO for 10T adoption in small
and medium enterprises.

CIO, Digital transformation, 10T adoption, SMEs, Technology readiness.

Resumen. Las soluciones de Internet de las cosas (10T) pueden beneficiar a las pequefias y medianas
empresas (PYME) al complementar las tecnologias digitales existentes. Sin embargo, la transformacion
digital representa complejidad para las pymes porque carecen de preparacion tecnoldgica. En Colombia
existen iniciativas para masificar el 10T, pero el entorno regulatorio no favorece la adopcién del loT.
Asimismo, el rol del Director de Informacién (CIO) ain es débil. Este documento tiene como objetivo
presentar el valor de tener un CIO que lidere la transformacion digital basada en 10T en las pymes
colombianas. Con este fin, realizamos una revision de la literatura sobre la adopcién de 10T en las
pymes y el papel del CIO en la gestion de la transformacion digital. Ademas, estudiamos las politicas
publicas vigentes que abordaron la transformacion digital en Colombia y disefiamos un caso de estudio
para explicar el proceso de adopcion de 10T que puede seguir una pyme del sector comercial. Como
resultado, describimos tres funciones estratégicas del CIO para liderar la transformacion digital basada
en 1oT en las pymes. Con base en el caso de estudio, propusimos una estrategia de transformacion
digital para las PYMES del sector comercio que puede inspirar la formulacion de politicas pablicas
enfocadas en fortalecer el rol del C1O para la adopcion de 10T en las pequefias y medianas empresas.

Adopcion 10T, CIO, Preparacion tecnologica, Pymes, Transformacion digital.
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1 Introduction

The Internet of Things is a technological trend linked to digital transformation that can benefit small and
medium enterprises (Dutta et al., 2020) by complementing existing Information and Communication
Technologies (ICT) (International Telecommunication Union, 2018). Vial (2019) defines digital
transformation as “a process that aims to improve an entity by triggering significant changes to its
properties through combinations of information, computing, communication, and connectivity
technologies” (Vial, 2019). loT-based digital transformation is aligned with adopting 10T applications,
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articulated with other enabling technologies such as cloud computing, big data, and artificial intelligence
(Liuetal., 2021). In this sense, considering the flexibility of small and medium enterprises (Levy & Powell,
1998), the incorporation of emerging technologies, such as 10T technologies, could materialise based on a
digital transformation strategy aligned with the economic sector of the company (Matt et al., 2015).
However, deploying loT applications implies additional challenges for companies (Labedzka, 2021), which
require the support of the Chief Information Officer to lead and manage loT-based digital transformation
(Gartner, 2017; Thoomkuzhy & Nazeh, 2018).

In Colombia, the National Government is particularly interested in increasing digital technology
adoption, fostering digital innovation, and developing digital economy skills (Departamento Nacional de
Planeacion, 2018), as evidenced primarily by public policies such as the National Policy for Digital
Transformation and Artificial Intelligence (Consejo Nacional de Politica Econdémica y Social, 2019).
However, based on the results of the Survey of Information and Communication Technologies in
Companies conducted by the Colombian Bureau of Statistics, there is still a lag in companies' digital
transformation because the entrepreneurs are unaware of the functionalities and benefits of digital
technologies (Departamento Administrativo Nacional de Estadistica, 2019). In this sense, considering the
role of small and medium enterprises in the Colombian economy, which account for 80% of employment
(Organisation for Economic Co-operation and Development, 2019a), the need for public policies focused
on SMEs having a CIO to guide loT-based digital transformation grows (Gong et al., 2019).

This document aims to present the importance of the CIO position in leading loT-based digital
transformation in Colombian SMEs. Likewise, we highlight the effect of public policies favouring a digital
ecosystem that integrates the key actors to adopt digital technologies in the business environment.
Therefore, we attempt to answer a research question regarding the role of the CIO in small and medium
enterprises: What are the strategic functions of ClOs to achieve loT-based digital transformation for
Colombian SMEs? To achieve that, this paper presents a literature review to explore studies focused on loT
adoption in small and medium enterprises and the role of the CIO in managing digital transformation
processes. Then, the methodology is presented. The results section outlines a summary of ICT policies for
digital transformation in Colombia, the strategic functions of the CIO for IoT adoption in SMEs, and a case
study to explain the 10T adoption process that an SME in the trading sector can follow. The discussion
section interprets the research findings presenting the theoretical and practical implications. Finally, the
conclusions are presented.

2 Literature review

In terms of digital transformation, SMEs in both developed and developing countries are exploring ways to
adopt emerging technologies that promise significant competitive and productivity benefits. Concerning
the Internet of Things adoption in small and medium enterprises, the number of documents in the literature
shows that 10T adoption in SMEs is an emerging study area. Abazi (2016) described the process and
benefits of the transition from traditional information and communication technologies to emerging
technologies such as the Internet of Things in small and medium enterprises. Through a literature analysis,
Varanitté et al. (2018) identified the preconditions for IoT adoption in SMEs, demonstrating that
companies might create new business models by implementing 10T solutions. Grandon et al. (2018) used
the Unified Technology Acceptance and Use of Technology Model (UTAUT) to determine the factors
influencing the intention to adopt IoT solutions in Chilean SMEs. Thoomkuzhy and Nazeh (2018) examined
the C10's key employment capacities, basic skills, and competencies for cloud and 10T -based organizations.
Parra Sanchez and Guerrero (2020), based on the Technology-Organization-Environment Model (TOE),
presented four variables that affect 10T adoption in small and medium enterprises. The authors highlighted
the CIO as the leader of the digital transformation process of SMEs.

In another study, Quigley and Burke (2013) presented how SMEs might improve their business
operations without significantly high costs by implementing low-cost Internet of Things solutions. Reil et
al. (2020) focused on the implications of the Internet of Things on SMEs' organizational and individual
levels, emphasizing that the company's history, size, and leadership culture are critical for changes in
organizational structures. Mitake et al. (2021) developed a method for explaining the impact of loT
deployment on life cycle costs to facilitate 10T adoption in SMEs. Nylander et al. (2017) explained that
companies without in-house expertise in software, sensors and actuators, big data, or 10T business models
face numerous obstacles in implementing loT technologies. Forsstrom et al. (2020) developed an open-



Parra-Sanchez et al./Revista Colombiana de Computacién, Vol. 23, No. 2, 2022, pp. 43-54

source loT platform for SMEs that considered security and privacy issues. Pappas et al. (2021) compared
decision-making factors that may influence IoT adoption in Greek accommodation SMEs. Ramos et al.
(2021) identified the driving and restraining variables as well as the level of readiness of Philippine
manufacturing SMEs to embrace 10T in their operations.

Although extensive literature on the Internet of Things, its technologies, and application domains is
available, there is a critical shortage of scientific literature focused on 10T adoption in SMEs. The literature
has emphasized the challenges SMEs face in loT-based digital transformation, considering that they do not
exploit digital technologies and limit themselves to adopting emerging technologies. The selected
documents highlight the theoretical aspects of the Internet of Things and the complexity of implementing
I0T solutions in organizations, providing practical alternatives for small and medium enterprises. Some
studies have presented the factors that affect decision-making for 10T adoption in SMEs. Likewise, the need
for companies to have a CIO to guide the loT-based digital transformation is also appreciated. Despite the
difficulties that characterize SMEs, they have adapted and implemented digital technologies over the years
due to their flexibility. They have leveraged the countries’ economies thanks to formal employment and
their contribution to gross domestic product. In this sense, SMEs require greater investment in fostering
skills, innovation, and technology to increase wages and productivity. Specifically, 10T can help SMEs
grow, strengthen their business model based on the successful monetization of data, and enhance their
competitiveness and productivity.

3 Methodology

This study used a reflexive approach to present the importance of the CIO position in leading loT-based
digital transformation in Colombian SMEs. Initially, we conducted a literature review to explore studies
focused on loT adoption in small and medium enterprises and the role of the CIO in managing digital
transformation processes. The literature review is based on the structured approach proposed by Webster
and Watson (2002) to determine the source material available in academic databases. The literature review
was conducted by searching in Scopus using the following descriptors identified in thesaurus or scientific
documents previously studied: digital transformation, 10T adoption, small and medium enterprises, and
Chief Information Officer. The selected documents provided the theoretical and practical implications of
0T adoption in small and medium enterprises from 2013 until 2021. During the exploratory phase, we also
studied documents published by Gartner, Inc., the World Economic Forum, and ITU-T Recommendations
published by the Telecommunication Standardization Sector (ITU-T) of the International
Telecommunication Union.

The next step was the search and analysis of public policies in force that address digital transformation
in Colombia. Among them stand out laws, decrees, CONPES documents (i.e., policy instruments through
which the National Government establishes guidelines for the development of the country in economic and
social matters), and the National Development Plan (2018-2022). In the documents studied, we identified
the purpose of the policy, the digital technologies mentioned, and whether the policy considered aspects
related to the Chief Information Officer. Similarly, we explored documents and statistics published by the
Ministry of National Education, the Ministry of Science, Technology, and Innovation, and the Ministry of
Information and Communication Technologies, and reports published by the Colombian Bureau of
Statistics that present how Colombian companies have adopted digital technologies. Finally, we identified
the current initiatives focused on promoting loT adoption in the country.

Based on the documents studied, we presented a summary of ICT policies for digital transformation in
Colombia, we defined the three strategic functions of ClOs to achieve l1oT-based digital transformation for
small and medium enterprises, and we designed a case study to exemplify the 10T adoption process that an
SME in the trading sector can follow based on a digital transformation strategy. The case study is based on
the experience obtained from a study that targeted small and medium enterprises from the trading sector
registered and affiliated with the Chamber of Commerce of Bucaramanga (Colombia). The International
Standard Industrial Classification (ISIC) was employed as a selection criterion to identify SMEs with
Section G: Wholesale and retail trade; repair of motor vehicles and motorcycles registered in the
commercial register (Department of Economic and Social Affairs, 2008). We considered companies with
more than five years of existence, sales of more than one billion Colombian pesos, renewed on March 31,
2021, and belonging to the affiliate network of the Chamber of Commerce of Bucaramanga.
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4 Results

In this section, we present a summary of ICT policies for digital transformation in Colombia, the strategic
functions of the CI1O for loT adoption in SMEs, and a case study to explain the 10T adoption process that
an SME in the trading sector can follow.

With the emergence of new digital technologies, the CIO has taken a leading role in technology adoption
(Gong et al., 2019; Singh, 2015). According to Gartner, the Chief Information Officer is an actor who
"oversees the people, processes, and technologies within a company's IT organisation to ensure they deliver
outcomes that support the goals of the business" (Gartner, 2021). In the Colombian context, the Decree 415
of 2016 focused on ensuring that government organisations have a CIO, establishing the guidelines for
institutional strengthening in information and communication technologies through positioning the leaders
of IT areas (Ministerio de Tecnologias de la Informacion y las Comunicaciones, 2016). Likewise, the
National Development Plan (2018-2022) states that digital transformation should occur not only in
government entities. Digital transformation should be a priority in companies, universities, and homes,
implying the increase of Internet connectivity in the Colombian territory and the training of digital talent to
use available digital technologies (Departamento Nacional de Planeacion, 2018).

presents the public policies in force addressing Colombia's digital transformation. In fact, the
National Government has a particular interest in promoting digital transformation, reflected mainly in
public policies, such as the National Policy for Digital Transformation and Artificial Intelligence (Consejo
Nacional de Politica Econémica y Social, 2019), the National Policy of Electronic Commerce (Consejo
Nacional de Politica Econdmica y Social, 2020), and the Program for the Digital Transformation of Justice
in Colombia (Consejo Nacional de Politica Econémica y Social, 2021). However, ICT policies in rigour
are directed mainly to governmental entities, briefly mentioning the Internet of Things. For example, the
National Policy for Digital Transformation, its purpose is Artificial Intelligence adoption as a key
accelerator of digital transformation (Consejo Nacional de Politica Econémica y Social, 2019). Still, it does
not consider other technological trends essential for digital transformation, such as the Internet of Things,
Cloud Computing, and Big Data (International Telecommunication Union, 2018). In this sense, the need
arises for a digital transformation policy that includes several emerging technologies capable of
strengthening mature technologies such as electronic commerce or enabling technologies to deploy 10T
solutions

ICT policies for digital transformation in Colombia.

Law 1955 of 2019, issues the 2018-
2022 National Development Plan
“Pact for Colombia, Pact for
Equality.”

Law 1978 of 2019, modernization of
the Information and Communication
Technologies Sector.

Decree 1078 of 2015, amendments
introduced to the Single Regulatory
Decree of the Information and
Communications Technology Sector.

Decree 415 of 2016, the definition of
guidelines for institutional
strengthening in information and
communication technologies.

Indicates that governmental entities must incorporate digital
transformation into their action plans, focusing on expanding
telecommunications to promote access to information and
communication technologies, and the digital government policy for
integrating procedures through the portal (Congreso de
Colombia, 2019a).

Modernise the ICT Sector from financing plans, programs, and projects
to promote the development of content, digital applications, and the
massification of digital services (Congreso de Colombia, 2019b).
Single Regulatory Decree of the Information Technology and
Communications Sector establishes digital services, which refers to the
solutions and processes that enable the digital transformation of
government entities to achieve adequate interaction with the Colombian
citizens (Ministerio de Tecnologias de la Informacién y las
Comunicaciones, 2015).

Establishes that government entities must have a director of information
technology and systems responsible for executing ICT plans, programs,
and projects. The decree gives the guidelines for institutional
strengthening in information and communication technologies by
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Decree 1008 of 2018, general
guidelines of the Digital Government
Policy.

Conpes 3975: National Policy for
Digital Transformation and Artificial
Intelligence.

Conpes 4012: National Policy of
Electronic Commerce.

Conpes 4024: Program for the Digital
Transformation of Justice in

positioning IT area leaders (Ministerio de Tecnologias de la Informacion
y las Comunicaciones, 2016).

Establishes general guidelines of the Digital Government Policy for
Colombia to consolidate competitive citizens through information and
communication technologies in a safe digital environment (Ministerio de
Tecnologias de la Informacion y las Comunicaciones, 2018).

Promotes the generation of social and economic value in Colombia
through the strategic use of digital technologies in the public and private
sectors to boost productivity, promote citizens' well-being, and generate
enablers for digital transformation (Consejo Nacional de Politica
Econdémica y Social, 2019).

Formulates the National Electronic Commerce Policy that aims to
promote electronic commerce in companies and citizens to increase the
country's social and economic value (Consejo Nacional de Politica
Econdmica y Social, 2020).

Promote the digital transformation of justice in Colombia through a
program that aims to increase the effectiveness, efficiency, and

Colombia. transparency of the Justice System to resolve judicial processes and
improve the legal needs of citizens (Consejo Nacional de Politica

Econdmica y Social, 2021).

Likewise, the role of the CIO is still weak. In this sense, we evidenced the need for public policies
focused on SMEs having a CIO. Considering that in Colombia, the adoption of digital technologies has
been limited in small and medium enterprises (Organisation for Economic Co-operation and Development,
2019b), one of the proposals of this document is to promote alliances between the members of the digital
ecosystem, such as the Ministry of Information and Communication Technologies and the Chambers of
Commerce. This way, the digital ecosystem can define programs and initiatives aimed at small and medium
enterprises, providing a customised digital transformation plan. Although there are already Business Digital
Transformation Centres to stimulate the approach of SMEs to the Chambers of Commerce, such support
can be one of the benefits of being a company registered in the Chamber of Commerce. Besides, with the
support of the Universities, mainly academic programs and research groups focused on ICT, it is possible
to establish contact with companies and address their problems. For this reason, although an SME, due to
financial limitations, cannot hire a professional for the position of CIO, it can undertake a digital
transformation process with the support of the Chamber of Commerce.

Although ICT policies in Colombia have focused mainly on government entities, efforts have been
identified to help SMEs face the process of digital transformation. Taking Decree 415 of 2016 as a reference
(Ministerio de Tecnologias de la Informacion y las Comunicaciones, 2016), small and medium enterprises
can follow similar guidelines to have a Chief Information Officer to guide digital transformation. The
preceding implies that changes are reflected not only in the budget allocation for a new top position in
charge of information technology initiatives and strategy but also in the investment by companies in the
adoption of digital technologies. In this sense, the CIO will be strategic in decision-making to generate a
differentiating strategy based on technological innovation (Hsu & Liu, 2019). For loT-based digital
transformation, it is necessary to have a profile capable of leading the formulation and execution of loT
projects aligned with the needs of the company. In this sense, the CIO must know about emerging
technologies such as IoT technologies, Artificial Intelligence, and Data Analytics. For the above reasons,
there is a need for an ICT policy focused on training professionals for digital transformation.

According to the Ministry of National Education, in Colombia, there are 157 professional programs, 82
master's degrees, and seven doctorates related to Information Technology (Sistema Nacional de
Informacion de la Educacién Superior, 2021). Regarding research, 328 research groups (6% of the national
total) belong to science, technology, and innovation activities in Information and Communication
Technologies, with 1091 associated researchers (Ministerio de Ciencia Tecnologia e Innovacion, 2021).
Although the digital ecosystem in Colombia tries to be at the forefront of technological change, the
educational sector must contemplate the training of the CIO through a curricular reform that impacts ICT
programmes at all educational levels. Likewise, connecting universities with companies lets students
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acquire experience in the real world. Regarding initiatives to promote 0T adoption, we identified the Centre
for the Fourth Industrial Revolution (C4IR), whose purpose is the articulation of actors, the generation of
culture and appropriation, and the development of projects and pilots in Artificial Intelligence, Blockchain,
and the Internet of Things (C4IR, 2022).

Considering the generalities mentioned about the digital ecosystem in Colombia and the need to promote
the adoption of emerging technologies in small and medium enterprises, below, we present three strategic
functions of CIOs to achieve loT-based digital transformation in Colombian SMEs (see ).

Promoting the Participating in

technology Staying updated on 3 Digital
readiness for IoT IT trends. Transformation

adoption. programs.

Strategic functions of ClOs to achieve loT-based Digital Transformation in Colombian SMEs

Technology readiness is essential for adopting
digital technologies in companies, defined as the “ability to adopt, use, and benefit from information and
communication technologies, adapting to technological change to continue being competitive” (Parra-
Sanchez, 2022). For example, introducing the electronic invoice (an evolution of the traditional invoice) is
a mandatory requirement for companies that provide transaction support for selling goods and services
(Ministerio de Hacienda y Crédito Publico, 2020). Such changes affect how things are done in the company,
forcing entrepreneurs to adopt new digital technologies in line with the provisions of the National
Government. The massification of the electronic invoice has been achieved thanks to the socialisation of
benefits, elements to issue the electronic invoice, and steps to generate the electronic invoice. This
technological solution implies that the company and its clients face a technology adoption process. In this
case, the National Directorate of Taxes and Customs supports entrepreneurs, even offering a free software
solution for electronic invoicing. Based on this experience, something similar can happen with loT adoption
in SMEs. However, the complexity of the adoption process is even greater. Although local efforts are made,
government support is necessary.

For loT adoption in SMEs, the technology readiness depends on financing options to modernise the
technological infrastructure according to the requirements of the 10T solution and the training of company
personnel who will use the technological solution. In contrast to the electronic invoice with a digital
ecosystem leveraged by the National Government, the 10T ecosystem is still blurred and lacks regulations
supporting its mass use. Although there are efforts in academia and the business sector, there is no clear
strategy focused on the Internet of Things. As we mentioned, the national digital transformation policy
focuses on Artificial Intelligence, leaving aside the Internet of Things (Consejo Nacional de Politica
Econdmica y Social, 2019). In addition, considering that 0T can accelerate the progress of the Sustainable
Development Goals (World Economic Forum, 2017), collaborative work between academia, industry, and
the government is required to support the execution of an 10T strategy with social impact. In this way, the
role of the CIO is even more important because his job is to help the company go through an loT-based
digital transformation, which will help the company grow, improve its business model, and protect the
environment.

One of the CIO's responsibilities is to stay updated on new digital
technologies that enter the market. Likewise, awareness of the existing regulations in the country associated
with digital transformation, the digital economy, and ICT adoption may benefit the company. One way of
keeping up to date with emerging technologies is the review of reports published by telecommunications
organisations and leading companies in the ICT sector, such as Gartner Inc., IDATE DigiWorld, the
International Telecommunication Union, and McKinsey & Company. The Chief Information Officer can
be an engineer with IT management, project management, and computer information systems knowledge
or a Master of Business Administration degree emphasising IT. In this way, the CIO can face a digital
transformation process and contact key players in the digital ecosystem to access technological solutions.
Although the limitations of SMEs regarding the budget for hiring a CIO are one of the main barriers to
digital transformation, it is expected that SMEs become familiar with these roles to the extent that they base
business processes on digital technologies. Then, SMEs will gradually have a CIO as part of their team,
leading the deployment of technological solutions.

48
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Entities such as the Ministry of Information and
Communication Technologies and the Chambers of Commerce offer free training programmes and
informative talks to strengthen the capacities of companies. In this sense, the organization's CIO needs to
pay attention to the information published on the entities' Web pages and actively participate in training
programs and informative talks, which are an ideal space to establish contact with other CIOs and
technology companies. An example is the Business Digital Transformation Centres, whose purpose is to
accompany Colombian companies in their digital transformation process by adopting digital technologies
as a long-term strategy, to help them improve their productivity and competitiveness. The participation of
SMEs in this type of initiative allows them to have a closer relationship with the key players in the digital
ecosystem. presents key players in the digital ecosystem. The articulation of universities with
companies and the national government is vital to defining strategies that support SMEs and citizens, in
general, to face technological change and promote digital skills development.

o Tals el be

Chief Small and Universities Chamber of Government End user
Information medium (Research Commerce (Ministry of
Officer enterprises Group) ICT)

Digital ecosystem for 10T adoption in SMEs

This case study was designed to explain the 10T adoption process that an SME in the trading sector can
follow. The SME is located in Colombia, which is a developing economy. The company maintains a
traditional business model. Among the hired personnel, the SME does not have a CIO. The CEO of the
company has been leading the adoption of digital technologies in the organization. In this sense, considering
the company's need to advance in digital technology adoption to enhance its business model through
competitive advantages, the CEO needs to have a support staff. Thus, he can hire a professional with
knowledge of information technology to assume the role of CIO to lead the loT-based digital
transformation. If the CEO does not hire a CIO, he can choose to outsource the service and hire expert
consultants in digital transformation. On the other hand, the CIO can request the services provided by the
Chamber of Commerce or the Business Digital Transformation Centres to diagnose the company in terms
of technology readiness and receive guidance from adopting digital technologies aligned with the business
model.

In this case study, we will focus on the option in which the CEO hires a CIO. In this sense, the CI1O will
begin by reviewing the company's capabilities to achieve an adequate technology readiness level. The
company has high-speed Internet access, computers, software solutions, and a social media presence and
has invested in the modernization and maintenance of its ICT infrastructure. The company does not
implement electronic commerce, cloud computing, data analytics, or the Internet of Things. In this sense,
the company requires greater knowledge to promote the adoption of digital technologies. They have not
invested in hiring external consultants to adopt digital technologies, only in maintenance issues. The
employees lack digital skills and are not motivated to use digital technologies. In summary, the organisation
has a low or medium level of technology readiness to proceed with 10T-based digital transformation. The
organisation needs more knowledge to understand the potential of digital technology adoption. Also, they
need to consider the investment in mature and emerging technologies in the short or medium term.

The company must move from a traditional business model to a business model based on digital
technologies to perform a successful digital transformation. The first step is determining the technology
readiness level and defining the best digital transformation strategy that meets the company's needs.
Specifically, SMEs in the trading sector can benefit from adopting e-commerce and 10T technologies. This
way, they can potentiate their main economic activity: transferring and exchanging new or used goods or
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products at retail or wholesale. In this regard, a crucial function of the CIO is to identify the digital
technologies that fit the company, and that can be deployed in the short or medium term (considering that
the company needs to allocate a budget for adopting digital technologies and staff training). After that, the
adoption of electronic commerce is executed. Subsequently, the CIO recognises the possible options
available in the market for the company to deploy loT-based solutions to complement electronic commerce
solutions (see Figure 3).

2. Identification of
Digital mature and

Transformation 1. Technology emerging digital
gy for SMEs in readiness level. technologies aligned
the trading sector. with the business

model.

3. Budget allocation
for digital

5. IoT based- 4. Electronic .
technologies

solutions adoption. Commerce adoption. .
s - adoption and staff

training.

Figure 3. Digital transformation strategy for SMEs in the trading sector

5 Discussion

We interpret the research findings in this section, presenting the theoretical and practical implications.

5.1 Theoretical implications

This document is a valuable resource for academics and researchers in l0T-based digital transformation,
managers of small and medium enterprises, the Chamber of Commerce, the Ministry of Information and
Communication Technologies, and key players in the digital ecosystem to massify the Internet of Things.
The literature review allowed us to appreciate the interest of SMEs in adopting the Internet of Things.
Considering SMEs' financial and technological limitations, the factors that affect the adoption of emerging
technologies were appreciated. Regarding the role of the CIO as a leader in digital transformation, it is
evident that it has been taking centre stage during the fourth industrial revolution. Although the role of the
CIO within government organizations has been considered in Colombia, new ICT policies are expected to
consolidate it as a key employee for small and medium enterprises to design and execute the digital
transformation strategy. In this sense, in response to the research question, three strategic functions of CIOs
were defined to achieve loT-based Digital Transformation in Colombian SMEs: promoting the technology
readiness for 10T adoption, staying updated on IT trends, and participating in digital transformation
programs.

5.2 Practical implications
During the research development, specifically in the study of ICT policies, the scarcity of policies that focus

on adopting the Internet of Things was identified. Although there are initiatives in the country to massify
the Internet of Things, the regulatory environment does not favour the adoption of the Internet of Things.
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In this sense, the ICT Ministry is expected to promote the formulation of new policies focused on the
Internet of Things, and the strengthening of the digital ecosystem, considering small and medium
enterprises as beneficiaries of 10T solutions. In this sense, the case study presented is a guide SMEs can
follow to adopt 10T solutions. It is important to highlight that the case study describes the technology
readiness level of a company in the trading sector registered in the Chamber of Commerce of Bucaramanga.
It should be noted that at the time of the study, the company did not have the role of Chief Information
Officer and the manager provided the answers.

The results of this study help us understand that the C1O plays a crucial role in SMEs, taking the lead in
adopting digital technologies. The CIO can identify opportunities for business improvement and search for
technological solutions aligned with the economic sector of the organization. In this sense, ICT policies in
Colombia are expected to strengthen the CIO's role in guiding SMEs' digital transformation process. This
way, the national government's programs focused on digital transformation businesses can support the C10
role. With the guidance provided by national programs, the C10 can define a digital transformation strategy,
establishing contact with key players in the digital ecosystem for its execution. Establishing alliances is
essential for SMEs to continue contributing to the Colombian economy by entering a broader market,
creating a competitive advantage, and improving communication with customers.

6 Conclusions

In this article, we presented the importance of the CIO as a key player in leading the digital transformation
process in small and medium enterprises. To this end, we defined the digital ecosystem for 10T adoption in
SMEs and designed a digital transformation strategy for SMEs in the trading sector. From the point of view
of public policies, after studying the ICT policies for digital transformation in Colombia, we suggest that
the government must guarantee the continuity of existing digital transformation programs and the creation
of new national and regional strategies so that SMEs can be beneficiaries. Likewise, considering the
financial limitations of SMEs, the new policies are expected to favour financing options for adopting digital
technologies. Additionally, in the Colombian context, the need to strengthen the digital ecosystem in the
training of IT professionals who can occupy the role of CIO in SMEs is appreciated. In this sense, forming
alliances between universities, companies, and the national government is imperative to strengthen the loT
digital ecosystem.

This study is a starting point for supporting loT-based digital transformation in small and medium
enterprises. Although the study focuses on the ICT policies in Colombia, it can serve as an example for
similar developing economies. The case study and the proposed digital transformation strategy focus on
SMEs in the trading sector. In this sense, as part of future work, it is expected to design a digital
transformation strategy that can be applied to any SME, regardless of the economic sector to which it
belongs. The designed digital strategy aims to show how IoT technologies can complement existing
technological solutions in companies, highlighting the importance of knowing the company's technology
readiness level. Likewise, it is expected to continue deepening the design of the CIO profile for the adoption
of the Internet of Things and its adaptability to face emerging digital technologies.
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